Abstract: While the Internet was created without much governmental oversight, gradually states have drawn territorial borders via Internet governance. China stands out as a promoter of such a territorial-based approach. China's separate Web infrastructure shapes data when information technologies capture traces of human behavior. As a result, area-expertise can contribute to the substantive, methodological, and ethical debates surrounding big data. In this article, I discuss how a number of critical questions that have
Introduction
Nation states have returned as key players in governing the digital world. In response to September 11, 2001 many governments have strengthened their abilities to take advantage of online user data in an attempt to protect their citizens. After Edward Snowden revealed the US government's massive data collection through the National Security agency in 2013, many countries have legitimized similar initiatives by passing new national security laws that increased surveillance and censorship within their territorial borders.
1 Terrorist attacks in Europe and the United States have increased pressure on Google, Facebook, Twitter, and other technological companies to cooperate more closely with law enforcement, creating different patterns of content across borders (Hintz, 2016) . Of course, Internet governance has also been previously carried out by national governments, Internet service providers (ISPs) and other actors (van Eeten and Mueller 2012) , but recent developments suggest that governments are tightening control over information technology within territorial borders.
China stands out as a country that has promoted regulation of the Internet within national borders for a long time by establishing a separate Web infrastructure that remains "Chinese."
Besides constructing the well-known Chinese firewall, the central government has ensured that China's national Internet backbone remains in the hands of Chinese companies (Jiang 2013 , Pan 2017 . In response to Google's spat with China over censorship, cyber attacks and Google's information technology, area expertise may prove useful when mining, analyzing, and sharing big data.
In this article, I take the perspective of area-smart data science. Area specialists are often (mistakenly) placed in the same category as qualitative and ethnographic researchers, who have been outspoken about the relationship between these research methods and big data research (see, for example, Kozinets 2010) . In contrast to the common belief that area expertise is mainly based on knowledge of language or factual information about context and events, I do not reduce area studies to contextual knowledge. Area expertise is an interdisciplinary approach that brings together scholars with diverse disciplinary and methodological backgrounds who have made a long-term commitment to a specific area or region in the world (Katzenstein 2001 , O'Brien 2011 , Pieke 2013 ). As such, area-studies also encompass an understanding of theoretical and methodological debates relevant to a specific geographical location in the world.
The reflections regarding area-smart data science grew out of a co-organized project as part of the Digital Methods Initiative at the University of Amsterdam (DMI) aimed at training professors, students, and professionals in digital methods. 4 My focus here is mainly on big data and digital methods as they apply to social media. My observations regarding China studies and big data were developed based on systematic analysis of peer-reviewed articles in influential social science and area studies journals. Conversations with colleagues who self-identify as Here, my aim is to discuss how a number of critical questions raised by boyd and Crawford (2012) apply to big data from China. As a main promoter of Internet sovereignty China is an extreme case, but similar area-based understandings may also prove useful when other countries or regions that are increasingly moving towards an approach to governing information technology based on territorial borders.
The first question discussed below relates to the value of big data for scientific inquiry. As scholars are debating the impact of the data revolution on the production of knowledge, many researchers have argued against popular accounts of big data as a replacement of the scientific method (see, for example, Kitchin 2013, Clark and Golder 2015) . One prominent example constitutes Lazer et al.'s study demonstrating that Google Flu Trends did not produce the valid indicators of flue incidences that it initially appeared to be. As the authors put it: "quantity of data does not mean that one can ignore foundational issues of measurement and construct validity and reliability and dependencies among data" (Lazer et al. 2014) . Of course, big data is not only defined by its size, but by a number of key features (see, for example, Dodge and Kitchin 2005 , Marz and Warren 2012 , boyd and Crawford 2012 , Mayer-Schönberger and Cukier 2013 . It also poses exciting new opportunities for scholarly inquiry (see, for example, Kitchin 2013 , Monroe et al. 2015 ). Yet in the context of China -a traditionally data-scarce area of research that is increasingly drawing attention due to China's increasing importance in the world -one may wonder what insights we gain from these new data sources and emerging methods. Data about China has become more easily accessible, larger, and more varied over time, and researchers now rely more on methods that are unique to the Internet. In the conclusion, I tie the answers to each question to research collaboration between data scientists and domain researchers working on China. Such collaborations are needed to address the difficulties surrounding big data. I do not intend to suggest that big data generated in China necessarily differs from other regions. However, China has separated its network from the rest of the world, and these conditions have created specific characteristics of those data that require expertise on China to properly address them. An area-smart data science benefits from area expertise to take full advantage of this new and exciting data source.
How Does Big Data Change our Understanding of China?
Researchers interested in China used to struggle with lack of data. Facing information scarcity during the Cultural Revolution, China scholars often relied on a small number of sources providing snapshots about the country, such as media reports, migrants who had exited the system, or Social Science journals used digital methods. As shown in figure 2, in both kinds of journals, the trend for using digital methods is increasing. According to Rogers (2013) , digital methods are specific to the virtual environment of the Internet, for example, by using crawling or APIs to collect data or using cross link or sentiment analysis to analyze data. Conventional social science methods, such as online experiments or online surveys, for example, are adapted to the online environment and called digitized methods: they rarely require application of computational techniques to search, aggregate, and cross-reference large data sets, often generated as digital traces by social interaction (Welser et al. 2008, boyd and Crawford 2012) .
Insert Figures 1 and 2 about here
5 Obviously, these articles can only provide us with rough estimates for cross-disciplinary differences. Computer Scientists publish predominantly in peer-reviewed conference papers, while publication of books and book chapters is common in Area Studies. These publications are not covered in Web of Science Citation Indices.
The increasing use of digital methods regarding Chinese social media derives in part from the new opportunities to study human behavior in areas that could previously not be examined by researchers. Schroeder describes these as "possibilities of making advances in understanding phenomena without necessarily controlling them in practice" (Schroeder 2014 Prior to social media data this geographical precision was unheard of, especially when linked to public opinion and behavior. Created by businesses for commercial purposes researchers have little input in the creation of such data, but these sources can reveal information that was previously out of reach for scientists.
As promising as these new data sources are, at the moment they are rarely used to pose new questions about China. Instead, most studies provide insights on long-standing academic discussions by exploring public reactions to specific events (see, for example, Gu and Ye 2014 , Wang et al. 2014 , Fu and Chau 2014 , investigating censorship and political control over Chinese media (see, for example, , King et al. 2013 , Auer and Fu 2015 , Cairns and Carlson 2016 , and detecting trends in public attention and emotions in China (see, for example, Li et al. 2014 , Fan et al. 2014 . These existing studies have not taken full advantage of the innovative potential of digital methods to provide insights into aspects that computational social science is strong at, such as explaining how group behavior, norms, institutions and other social phenomena evolve or how social learning occurs (see, for example, Conte et al. 2012 ).
Out of these works, a new vision of Chinese society seems to be emerging. Big data research describes Chinese social media users as a dynamic, pluralist, and interactive wholeperhaps composed of different kinds of users assuming different roles, but nevertheless as a collective group. 6 Traditional social science research methods were developed without access to terabytes of data describing their minute-to-minute interactions and locations of entire populations and individuals. As such they tend to take 'snapshots' of specific points in time and place the individual at the center of analysis, usually aggregating to one group level, if at all. Computational social science research methods, on the other hand, aim to explain (or predict) the complexities of real socio-economic systems (see, for example, Lazer et al. 2009 , Conte et al. 2012 ). This complex systems approach reveals how individuals interact with one another at various group levels (groups, networks, communities) and how they change their attitudes and behaviors in very short intervals of time at specific locations. Pentland (2014) describes such methods as "social physics" which use mathematical models to understand how ideas flow through networks. Online social network analysis, sentiment analysis, data mining, and other computation research methods have vastly expanded our understanding of the circumstances, characteristics of users, and messages that contribute or disrupt collective action and information flows traveling through social networks (see, for example, Niu et al. 2013 , Wang et al. 2014 . The specific circumstances and characteristics of users and messages that shape social change, evolution, and learning have yet to be studied more in depth for China. Emerging research draws attention to the potential networking power of women and people living in certain cities in China as well as the power of emotions associated with specific kinds of issues, such as the Diaoyu/Senkaku island dispute or food security Chau 2014, Fan et al. 2014) . As a result, the complexity and dynamic nature of Chinese society has become more evident to scholars, perhaps especially for those without extensive experience of living in China.
In the sample of journal articles I collected, a publication that used digital methods received, on average, about 3.4 more citations in comparison to publications that used conventional social science research methods. 7 This is a very crude estimate of influence in scholarship, but it illustrates that digital methods draw attention from peers publishing in journals with a general rather than area studies audience. Therefore, big data research may facilitate the adoption of China as a topic into the broader disciplinary discussions beyond Chinese studies. Boyd and Crawford (2012) suspected that big data research leads to a focus on studying reactions to events of the present or immediate past because of the sheer impossibility or difficulty to access older data. With respect to China, big data research is unlikely to have such an effect.
In light of China's rapid transformation, scholars of contemporary China have faced a similar situation for a long time. In order to avoid publications being outdated before publication, researchers face pressure to constantly update and often focus on short-term developments regardless of the research methods used. Furthermore, in the digital humanities, big data research has improved our understanding of traditional rather than modern China (see, for example, de Weerdt In Press, Mostern 2011 , Garnaut 2014 . Instead, big data research may help to visualize the complex and dynamic nature of Chinese society, and allow this vision to travel beyond the China field.
After these observations regarding the value of big data regarding scientific inquiry I now turn to limitations.
What are the Limitations of Big Data Acquisition from China?
Much of the attention devoted to big data research originates in its scale that is different from what was available before (Schroeder 2014) . Such power in numbers adds empirical evidence to arguments that are difficult to achieve with other types of evidence. Big data research on Chinajust as big data research more generally -rarely explains biases or limitations of data as a result of data acquisition. The relevance of data quality "is somehow overshadowed by the sheer volume of information that we now have at our disposal" (González-Bailón 2013).
Social scientists often stress that the size of data is meaningless if the characteristics of the sample are unknown (see, for example, boyd and Crawford 2012, González-Bailón 2013, Vis 2013). Because computers operate based on logical processes, methods of big data collection can produce bias in data sets that may be unintended, undesirable, or nonsensical. To quote a widely cited expression from computer science, "garbage in, garbage out."
From the articles on Chinese social media sampled earlier, data acquisition predominantly relied on application programming interface (API) provided by the company that owns relevant data. Data stream is sampled based on a streaming algorithm, which has limited memory and processing time per item. As a result, an API works like a filter in a data river: it never returns the full historical data, but always filters out data with certain characteristics cleared for external access by the company. Data scientists often prefer to acquire data through APIs, because the data is returned in a data-interchange format (JSON) that is easy to read and write.
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It is important to understand that social media data are usually business data. As such, the data are owned by private companies that restrict third parties to gain access to user data. Some
Chinese social media companies have followed the example of Twitter and Facebook to open up certain parts of their data to the public. IT companies do so because they often acquire other innovative technologies rather than building new products, platforms, and interfaces internally; apart from giving developers access, they may also provide a certain amount of data as a token of public service. 9 However, APIs are not aimed at generating representative data and a sample drawn from them always depends on the specific features of the API and time when sample was drawn (see, for example, Gerlitz and Rieder 2013 , González-Bailón et al. 2014 , Morstatter et al. 2013 , Tromble and Stockmann 2017 
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DiscoverText accesses Weibo through Boardreader, a company that promises access to the largest possible stream, but it remains unclear how the data is acquired and which API is used.
While Discovertext and other third-party developers acknowledge the limitations of data collection, these may be hard to trace for researchers when using intermediary platforms, especially if there is little awareness or considerations regarding them (see also Vis 2013).
Difficulties of data acquisition associated with China's rapid transformation is not new to
China scholars, of course, but it constitutes a heightened challenge in the Chinese context, posing limitations on comparisons over time, the ability to replicate, and planning of future research projects. As big data from China becomes more influential in scholarly discussion, more space needs to be devoted to explaining how data was obtained and how the resulting characteristics of the sample are linked to research questions and conclusions. To address difficulties of data acquisition, it is helpful to involve a data scientist early on and to be prepared to spend considerable time on having to adapt to unforeseen changes in technologies during data acquisition.
In addition, the context within which data are created also poses limitations.
What is the Context in which Big Data is Generated in China?
Understanding how data are created is key to making the data useful for scientific discovery (Borgman 2015) . Taken out of context, data loses its meaning (boyd and Crawford 2012). As we interpret big data from China, we know much about certain aspects that shape its creation, but less about others.
It is well known that the Chinese state has built a vast infrastructure to control, monitor, and shape digital information sources. While increased regulation is not specific to authoritarian , and employment of web commentators to shape and alter public debate (Bandurski 2008 , Han 2015a , Miller 2016 . In comparison to his predecessor Hu Jintao, Xi Jinping has made "informatization" of Chinese society and "cybersecurity" a political priority, releasing a set of programs and measures, such as for example, the creation of a national Cyberspace Administration in 2013 (Alsabah 2016) . As part of these efforts the Chinese Communist Party aims to move Chinese society into the digital age while also preventing potentially negative consequences via increased censorship, surveillance, and management of the Internet. Big data and data science are playing a key role in this endeavor.
One of the most prominent examples is a social credit system which integrates data originally used for advertisement or other commercial reasons like online shopping data, social media data, and data on mobility collected via apps or smartphones. Companies like Alibaba, Tencent or Baidu develop this system and provide data for the state (Wang 2015) . While implementation of such a system is underway, integration of such massive amounts of data and infrastructures is not only technically challenging but also politically sensitive as access to data also potentially reshapes the power distribution between different levels of administration (Meissner and Wübbeke 2016) .
Besides the well-known Great Firewall of China, these regulatory practices, institutional and technological infrastructures separate digital China from the global Internet: people living in mainland China are part of a separate digital environment than those living in Taiwan, Hong Kong, and abroad (see, for example, Schneider 2015) . While it makes sense to separate big data from mainland China from other regulatory regimes, in practice Chinese Internet control is more fragmented and decentralized than commonly assumed. In an environment where censorship is operationalized at multiple levels of government and in partnership between numerous institutions, technology and industry, researchers cannot assume that the process of censorship is nationally standardized (Greitens 2013) . Research on censorship in social media points towards bias against information that criticizes political leaders (Gallagher and Miller 2017) , has the potential to mobilize collective action (King et al. 2013 , and against certain regions, including Tibet, Qinghai, and Ningxia, and Beijing (Bamman et al. 2012 , Wright 2014 ).
However, these results depend on the method of censorship studied and can change over time (see, for example Wright et al. 2015) . Little is known about how specific censorship practices relate to bias in data from China. WeChat claims 500 million monthly active users, Weibo 175.7 million monthly active users; and Baidu Tieba has an average of 50 million new posts per day. 14 Just as in other contexts, some of these accounts are bots that produce automated content without directly involving a person; some users have multiple accounts, while some accounts are used by multiple people (see also boyd and Crawford 2012). One unique aspect of Chinese cyberspace are the large numbers of spammers and inactive accounts (Yu et al. 2012 ) and paid bloggers, the so-called 50 cent party members, who actively produce pro-government messages (Bandurski 2008 , Han 2015b , Miller 2016 . In order to better interpret social media data, we need to better understand the characteristics of users and other actors that generate the data.
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Next I turn to the practicalities of using big data from China, discussing access and research ethics.
Who has Access to Big Data and Who Knows the Tools?
The scale of big data suddenly makes studies that used to be considered "large n" appear small.
"In the world of computational social science, Big Data has provoked an analytic arms race to work with more data, better data, bigger data in pursuit of discovering so-called truths about the social world.
[…] ''How big is your dataset?'' they ask. ''1500,'' I say, ''no bigger than a modest survey, but different in an important way," writes Faucault Welles (2014), a junior communication scholar, about the need to justify the size of data in her research. Previously perceived "quantoids"
who work primarily with quantitative data may suddenly find themselves in a position that qualitative researchers have been in for some time. Big data research challenges our scholarly identities that have been manifested in scholarship over a long period of time.
As such, the trend towards digital methods provides an opportunity for scholars of developing countries like China to catch up with the methodological skill-set of researchers trained in Europe and the US. In the humanities and social sciences, the application of data science is still in its infancy. Scholars trained outside and inside China are in the same boat as researchers are only starting to learn how to best make use of big data.
On the one hand, scholars based in China may be better equipped to obtain access to big data and learn how to analyze big data efficiently. China's plans for using big data will produce a large demand for data scientists and data analysts, who know the context that explains the patterns in the data. Chinese big data market, such as IBM, for example, provide help in training of this army of data scientists. 17 However, who gets access to training and data and at which organizations, companies, and universities remains to be seen. Boyd and Crawford (2012) suspect that those with money or those inside technology companies have advantages at getting access to big data.
In China, personal connections provide additional opportunities for outsiders to gain access to business data, and being inside China provides an advantage to establish those networks.
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The infrastructures supporting big data research in China are also actively shaped by the political goals of the Chinese leadership, especially Xi Jinping's vision for informatization and cybersecurity of the Chinese society. In 2015 the State Council officially announced the development of big data as a national strategy to improve business and technological innovation as well as governance and surveillance (Zeng 2016) . Big data is used to address problems of traffic and transportation of China's large population (Ran 2013) ; China is also building a massive e-governance and cybersecurity system where the application of big data is less well understood (Schlaeger 2013, Schlaeger and Jiang 2014) . In which policy areas the application of big data is encouraged and for which purpose will strongly influence who will get access to data and how those data will be analyzed and interpreted. Access from outside China is likely to be discouraged rather than supported though this infrastructure.
On the other hand, publicly accessible data, such as Weibo and other social media, facilitate research from abroad without the necessity of spending extensive time in China. This allows research on topics that authoritarian governments tend to restrict, such as censorship, for example (Greitens 2013) , and that are difficult to research from inside the system. Scholarship inside China may become technically more sophisticated, but only contribute to academic discussions considered to have practical applications to China's transformation. Certain voices may be discouraged by the Chinese leadership.
On sensitive topics, researchers from outside of China have a competitive advantage, but there is also the danger of interfering or losing touch with the very local communities that researchers claim to draw conclusions about. For example, King, Pan, and Roberts' (2014) influential study of censorship in China has been criticized for deceiving readers of manipulated content posted online and influencing results of researchers studying social media messages.
King, Pan, and Roberts acknowledged such potential ethical concerns and pledged to "avoid, wherever possible, influencing or disturbing the system we are studying" (King et al, 2014, p. 1251722-9) . In addition to interfering with local communities, greater access from abroad reduces time spent on fieldwork and immersing oneself in local communities and cultures. In the case of the Arab Spring, some local academics saw themselves reduced to "educed to mics saw themselves . In Chin who jet in and jet out" (Abaza 2011, p. 1) . Of course, such kind of "academic tourism" is only one way to conduct research. Area studies has a long tradition of being aware of inequalities, and an area-smart data science could be designed in a way that shrinks the divide between scholarship in China and abroad instead of expanding it.
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How is Big Data from China used in an Ethical Way?
Ethics in big data research is mostly discussed with respect to concerns about privacy. In the case of social media, data are proprietary and users are not necessarily aware of all the uses, profit, and gains that come from the information they have posted. As a result, it has become problematic for researchers to justify their actions as ethical simply because data are accessible.
Institutional Review Boards (IRBs) and other ethical review boards often ask whether human beings involved in the creation of data gave informed consent (boyd and Crawford 2012 IP address as proof of explicit informed consent can undermine rather than strengthen trust between participants and researchers. In societies where governments rule by law rather than being subject to rule of law signatures create a track record that may endanger rather than protect participants.
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The practical realities of data collection under the Chinese regulatory regime regarding privacy also provide a challenge to collect data anonymously. On part of the government, the HuWen administration established a working group to draft a Personal Information Protection Act under the Hu-Wen administration, but generally online privacy enjoys only a modicum of legislative protection in China (Wu et al. 2011) . User agreements of Chinese social media, such as Wechat, Sina Weibo, and Renren, ask for user consent to give access to data and give consent to deletion of data for political reasons (Stockmann and Zheng 2015) . In some digital methods of data collection, social media technology requires the researcher to open a user account and to therefore give consent to user agreements. Researchers also have to make decisions about the online regulatory regime in which they intend to host data on servers. If users are required to jump the Great Firewall for data collection, there may be a trade-off between increasing representativeness of data by hosting data on servers inside the firewall and lowering the risk of exposure of personal data for political reasons by hosting data on servers in online regulatory regimes with high levels of legal online privacy protection.
These are some examples of ethical questions that may arise when big data is generated in China. When data is produced digitally, researchers are confronted with the instruments through which the Chinese state manages flows of information and data. Just like Internet users within the Chinese online regulatory regime researchers also have to decide how to best address state control over data.
Towards Area-Smart Data Science
What makes big data research different from other methodological advances in the past in that it increasingly takes place in interdisciplinary collaborations (Wallach 2016 greater area expertise will be of higher scientific value. With higher citation rates, substantive arguments built on data science will likely have a stronger impact on disciplinary debates.
In terms of methodology more research is needed regarding data bias. While much is known about the institutional and technological infrastructure and regulatory practices that shape the creation of big data in China, less is known about biases as a result of censorship practices, active users, bots, spammers, and trolls. Being conscientious about such biases requires more extensive explanations of data limitations in publications. For example, it is particularly important to explain how data were obtained and how data acquisition shaped the characteristics of the sample in light of China's rapid transformation.
A final discussion evolves around the standards and norms of ethical research practices.
Different modes of access to data from inside and outside China may lead to further division between scholarship in China and abroad, but there is also the potential for scientists based in
China to become more integrated in global scholarship. Inside and outside the Chinese firewall researchers are confronted with the instruments through which the Chinese state manages flows of information and have to develop strategies to cope with them in ways that protect research participants. Small interdisciplinary settings, such as workshops, may be a great way to bring researchers together, share best practices, and develop recommendations regarding how to deal with these issues for ethical review committees and journals.
Of course, many of these issues are also relevant to big data research more generally. Yet
China's nation-state based approach towards governing information technology has created conditions that magnify the need to take into account bias and limitations of data while also being sensitive to inequalities and appropriate ethical research practices. And the Chinese case may not remain an exception: China's approach has a certain appeal to many governments in the Global South. And even democracies in Europe seem to increasingly turn towards tightening policies and regulations at the national and EU-level to address concerns about terrorism, privacy, and fake news. 25 This growth of territorial borders in Internet governance creates the need to take into account regional conditions that shape big data research. Big data with Chinese characteristics may only be the beginning. 25 There is limited systematic empirical research on an overall trend across policy areas, but research on specific initiatives regarding counter-terrorism and privacy points towards this 
